Chapter 7     Section 4
EIV Rules of Behavior Requirements

 HUD grants access to users to utilize the Department's automated information resources. However, as a condition of receiving this access, users are required to be aware of the Department's system security policies and to abide by these policies. Security policy emphasizes awareness practices for the purpose of safeguarding the Department's valuable information resources.

EIV contains personal information concerning tenants covered by the Privacy Act, such as wage and income data, as well as identifying information such as Social Security number, address, and employment information. This information may only be used for limited official purposes, which are tenant recertification and oversight of the tenant recertification process (which includes use by the Office of Inspector General (OIG) and the Government Accountability Office (GAO).

It does not include sharing with governmental entities not involved in the recertification process. Users are encouraged to refer any non-standard requests for access to HUD management and to report any unauthorized disclosure of EIV data to the HUD Privacy Act Officer or to the OIG. 

All EIV users must adhere to the EIV Rules of Behavior. A copy of the Rules of Behavior is incorporated in the Coordinator Access Authorization Form (CAAF) and the User Access Authorization Form (UAAF) which are the forms that must be signed and used for applying for access to the EIV system. A copy of each form is posted on the Multifamily Housing EIV web page, cited above. The rules clearly delineate responsibilities of, and expectations for, all individuals with access to the EIV system. Non-compliance with these rules will be disciplined through sanctions commensurate with the level of infraction. 

Sanctions against HUD contractors may range from removal of system access for a specific period of time or indefinitely. Sanctions against HUD business partners may range from removal of system access for a specific period of time or indefinitely or if the violation is significant or persistent, the HUD business partner itself may lose access. Privacy Act violations may result in civil or criminal prosecution. 

Access to tenant data is logged as part of the effort to protect the data and provide traceability should a questionable event occurs. Printouts of reports containing tenant personal information display the name and partial HUD (WASS) ID of the requestor on each page.  Access to the information in EIV is based on a need to perform official HUD business. 

The system user identification (USERID) and password issued to the user is their means to access these resources. The USERID is to be used solely in connection with the performance of the user responsibilities as set forth in their job description, contract or agreement(s) with the Department. Use by anyone other than the user is expressly prohibited. The user agrees to be responsible for the confidentiality of the assigned information and accountable for all activity with their user identification (USERID). 

EIV system Users are responsible for the protection of passwords, information, equipment, systems, networks, and communication pathways to which they have access. All HUD computer resources including hardware, software, programs, files, paper reports, and data are the sole property of HUD.

Further, the user agrees that they will not provide this confidential USERID/password to another user nor will they sign on to HUD systems so that another person may access or operate the workstation in their absence or on their behalf. 

Actions of this type constitute a breach of system security and will result in immediate termination of their assigned USERID/password from the system. 

1. Rules of Behavior for HUD Systems for Users with Access to the EIV System
The Web Access Secure System (WASS) user identification (User ID) and password issued to you are to be used solely in connection with the performance of your responsibilities in support of HUD’s mission and may not be used for personal or private gain. Furthermore, you agree that you will not provide this confidential User ID/password to another user during employment and upon leaving your employment.

Additional rules of the EIV system are as follows:

1. System Access (on-site only) – Users are required to use only approved HUD software, software settings, and comply with vendor software license agreements. Users are allowed to access the system only using the mechanisms specified by HUD.

2. Unofficial use of government information – Users must be aware that personal use of information resources is prohibited. EIV data is personal information covered by the Privacy Act and penalties apply to the misuse of that data.

3. Information protection – Users must avoid leaving system output records or reports unattended or unsecured. Users should lock the computer or log-out of the system when leaving work areas unattended. Users shall not violate Public Law 93-579, Privacy Act of 1974, which requires confidentiality of personal data contained in government and contractor data files. Users should back up their data, test the data backups, and securely store the data in accordance with HUD policy.  

4. Use of passwords – User passwords and User IDs are for your individual use only and are confidential HUD information. Users are required to change passwords every 30 days. Users are encouraged to avoid creating passwords that can be easily associated with.

5. System privileges – Users are given access to the system based on a need to perform specific work. Users shall only access the information for which they are authorized. 

6. Individual accountability – Users shall be held accountable for their actions while accessing the system. Be aware that all computer resources are monitored and audited. 

7. Incident Response – Users should contact their supervisor and the HUD Security Officer immediately regarding any suspected violation or breach of system security.

The EIV Rules of Behavior clearly delineate responsibilities of, and expectations for, all individuals with access to the EIV system.  Any EIV user found in non-compliance with these rules will be disciplined through sanctions commensurate with the level of infraction whether it is a HUD staff member or outside user.

· Sanctions against HUD staff may range from a verbal or written warning, removal of system access for a specific period of time, reassignment to other duties, or termination depending on the severity of the violation. 

· Sanctions against HUD contractors may range from removal of system access for a specific period of time or indefinitely. 

· Sanctions against HUD business partners may range from removal of system access for a specific period of time or indefinitely. 

· In addition, violations of the Privacy Act may result in civil or criminal prosecution. 

NOTE:  The EIV system is programmed to log every time any one accesses tenant data.  This is part of the effort to protect the data and provide traceability should a questionable event occur. 

2. Rules of Behavior for Individuals without Access to the EIV System but with Access to the EIV Reports
There will be times when individuals without access to the EIV System will need to review or use the EIV information for “official” HUD business such as internal and external audits, certifications, etc.  The review or use of the information will depend on the owner/agent’s management systems, etc.

Anyone, including but not limited to, owners, management agents, service bureau staff, contract administrator staff and independent public auditors without access to the EIV system are required to agree to HUD’s Rules of Behavior to ensure that an adequate level of protection is afforded to the information contained in the EIV system. 

These Rules of Behavior serve as an administrative safeguard in determining improper disclosure and use of information by individuals who do not have access to the EIV system, but who are in possession of information from EIV provided to them by authorized EIV system users, in order to perform their job. 

As a condition of receiving access to EIV information, they agree to be responsible for the confidentiality of the EIV information and accountable for all activity relating to the EIV information while in their use. In addition, they agree to: 

1. Use EIV information only in the performance of official HUD business.

2. Protect copies of sensitive data and destroy system-related records in accordance with HUD established requirements to prevent reconstruction of contents.

3. Not disclose (willfully or otherwise) EIV information in any way that would violate the privacy of individuals.

4. Ensure there is a signed and valid form HUD-9887, Notice and Consent for the Release of Information, on file before reviewing an individual’s confidential EIV income information.

5. Report incidents or suspected incidents which involve breach of EIV information to the 

Additionally, IPAs further agree that EIV information will: 

1. Only be accessed and reviewed within hardcopy files and only within the offices of the O/A.  The EIV documents may be printed and used by independent public auditors (IPAs) auditing an owner’s compliance with verifying income and the accuracy of rent/subsidy determinations.

2. Hard Copy EIV Data must be sent to an office of the O/A.  EIV data must not be mailed to Independent Public Auditor offices.

3. Not be transmitted or transported in any form. 

4. Not be entered on any portable media. 

5. Not be duplicated or re-disclosed to any individual not authorized by HUD. 

6. Be used only for the purpose of the audit. 

7. The downloading of EIV data to mobile devices is not allowed for Independent Public Auditors.

In addition, all individuals with access to EIV and without access to the EIV system but to the EIV information have to certify that they understand the penalties for unauthorized disclosure of EIV information and/or unauthorized inspections.  EIV Users (Coordinators and Users) must sign the certification for the Rules of Behavior for which is found in the EIV users, respectively, the CAAF and the UAAF.

I understand that unauthorized disclosure of EIV information can result in civil and criminal penalties, as follows:

· Unauthorized disclosure can result in a felony conviction and a fine of up to $5,000 and/or imprisonment up to five (5) years, as well as civil penalties. 

· Unauthorized inspection can result in a misdemeanor penalty of up to $1,000 and/or one (1) year imprisonment, as well as civil damages.
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