Chapter 7     Section 3
EIV Certification and Recertification


 In FY 2006, HUD consolidated the functionality of the Tenant Assessment Subsystem (TASS) into EIV and EIV began serving HUD’s business partners who administer or oversee the administration of HUD’s Multifamily Housing Programs. TASS discontinued operation at the end of FY 2006 following a period of operation in parallel with EIV that was intended to ease user transition. EIV adopted much of the look and feel of TASS to further ease the transition.

MF business partners (owners, management agents, services bureaus, and contract administrators) can request and receive access to the EIV system, as described in chapter 3, Getting Access to EIV of this manual, to obtain the same types of data as were available from TASS, i.e. Social Security and Supplemental Security Income (SS/SSI) benefit information about their tenants. Unlike TASS, however, EIV updates SS/SSI information on a quarterly basis whereas TASS did so annually. What’s more, EIV updates tenant information daily with extracts from the Tenant Rental Assistance Certification System (TRACS).

In order to gain access to the EIV System, every user (coordinator or user) must apply for access.  Every user has to have an active WASS User ID (M-ID) which allows access to HUD’s Web Secure System.  The EIV coordinator must be a WASS Coordinator, first.  HUD encourages the use of the electronic features to submit and to approve both EIV Coordinator and User requests to respective authorizers.

MF Housing Program users assigned the following EIV roles, as defined in WASS:

· HSU – Non-HUD User 

· HSC – Housing Coordinator 

· CAU – Contract Administrator User 

· CAC – Contract Administrator Coordinator 

· HFU – HUD Field Office User 

· HQU – HUD HQ User 

· HQA – HQ User Administrator 

· HDK – Helpdesk Personnel 

· OIG – OIG User 

Effective January 31, 2010, the use of the EIV system by Owners and Management Agents (O/As) is mandatory. O/As must use HUD’s EIV system in its entirety.  During an MOR, if it is found O/As will incur penalties

Certification in EIV

EIV Coordinator:  First, the Coordinator must have EIV Owner approval letter then to apply for EIV Coordinator (HSC) access authorization rights, the Coordinator Access Authorization Form (CAAF) form must be completed which is submitted to HUD's Multifamily Helpdesk by emailing or faxing the form.

EIV User:  To apply for EIV User (HSU) access authorization rights, the User Access Authorization Form (UAAF) must be completed and submitted to the EIV Coordinator who will approve the form and grant the EIV access rights. 

Recertification in EIV

EIV Coordinators must recertify annually for continued access to EIV. Coordinators are to complete and submit on-line CAAF requests for re-certification to HUD’s Multifamily Helpdesk for approval, through EIV.

EIV Users must be recertified bi-annually.

EIV Security Awareness Training 

1. ONLINE SECURITY TRAINING: Effective 8/17/2011, EIV users are required to complete online security training annually. To meet this requirement, EIV users must complete the online Federal ISS Awareness training program.

To complete online Security Awareness Training:

· Open your web browser. Type http://iase.disa.mil/eta/index.html#onlinetraining. 

· Press Enter. 

· Click on Federal ISS Awareness icon on the IA Education, Training and Awareness Screen. 

· Click on Launch New Information Systems Security Awareness on the Information Systems Security Awareness screen. 

· Proceed with the training. 

· When the training is complete, print and maintains the Certificate of Completion.

Note: The Security Awareness Training described above is the same training required for those individuals who transmit TRACS files. If the training has been completed to satisfy TRACS security training requirements, this will also satisfy EIV security training requirements as well provided the completion date represented on the Certificate of Completion is not older than one year.

2. INITIAL ACCESS:  EIV users (users and coordinators) authorized by owners to have access to the EIV system on their behalf must also complete the applicable online Security Awareness Training Questionnaire for Multifamily Housing Programs upon initial access to the system.

3. ANNUAL ACCESS: EIV users (users and coordinators) authorized by owners to have access to the EIV system on their behalf must also complete the applicable online Security Awareness Training Questionnaire for Multifamily Housing Programs annually.

4. ONLINE SECURITY AWARENESS TRAINING QUESTIONAIRE  
EIV users should (To prepare for questionnaire):

a. Review Section 4 on Security contained in the Multifamily EIV User Manual for Multifamily Housing Program Users posted at: http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/usermanual.pdf,

b. Review the EIV Security Administration Manual posted at: http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/securityadminmanual.pdf

c. View the Security training provided during the most recent EIV webcast, posted at: http://www.hud.gov/webcasts/archives/multifamily.cfm
5. O/A employees who do not have access to the EIV system but who use EIV reports to perform their job function must have security training annually as described in this section.  To meet this requirement, these employees must complete the online Federal ISS Awareness training program listed in #1 above.

6. Whether approved for new or re-certification of existing access, EIV Coordinators and Users must maintain the appropriate questionnaire on file and make it available for review, upon request, during a Management and Occupancy Review (MOR) or audit.

If not presented upon request, the EIV Coordinator’s and/or User’s access will be terminated until such time as the appropriate completed and signed questionnaire can be presented to the reviewer.

The following must be in the EIV User Files at the property:

1. EIV User documents:

1. Access Authorization Form (initial UAAF)

2. Access Authorization Form (current UAAF)

3. Federal ISS Awareness Security Awareness Certificate of Completion  

4. EIV User “Online Security Awareness Training Questionnaire” print and maintain

2. EIV Coordinator documents:

1. Access Authorization Form (initial CAAF) 

2. Access Authorization Form (current CAAF)

3. Federal ISS Awareness Security Awareness Certificate of Completion   

4. EIV Coordinator “Online Security Awareness Training Questionnaire” print and maintain

3. O/A employees without EIV access but use EIV reports to perform their job (if applicable):

1. Rules of Behavior (ROB) signed and dated

2. Federal ISS Awareness Security Awareness Certificate of Completion   

4. EIV Owner Approval Letter(s) 

5. Master File of EIV Verification Reports separated by report

· Identity Verification Report

· Deceased Tenant Report

· New Hires Report 

· Multiple Occupancy 

If the EIV Coordinator’s office is located in a location other than the property then the originals will be kept in the EIV Coordinator files.  This will require that copies of all required documents are kept at the property.

NOTE:  In addition, you must have the applicants before offer of an apartment and the resident’s acknowledgement that they have received a copy of the EIV and You Brochure.
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